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SCISEMEEE
> Cross-Platform , NFEUEE |, 88 7kB8
Task | Dataset |#Flow #Packet #Label

EH. EPEMPER19625I0S 1215
ZENA,

Cross-Platform(iOS) [35]
Cross-Platform(Android) [35]

20,858 707,717 196
27,846 656,044 215

GEAC

» USTC-TFC , AFEUEE , 7 A8 820ER EMC | USTC-TEC [39] | 9,853 97,115 20
MNBFMESNA. ETCV ISCX-VPN-Service [9] 3,694 60,000 12
5 ISCX-VPN-App [9] 2,329 77,163 17
" EACT | ISCX-Tor [10] | 3,021 80,000 16
Open-VPNR&E THIS . EAC-13| CSTNET-TLS 1.3 (Ours) |46,372 581,709 120

> ISCX-Tor , nFFE#ESE , B8 T 163 Tori

LTRIN A,
> CSTNET-TLS 1.3, BXRIUEE (BEATF)
84 1203TLS 1.38H,

e

ISCX-VPN , AFHIEE , B4 7173
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Jw )
Dataset | ISCX-Tor | ISCX-VPN-App | CSTNET-TLS 1.3
Method | AC PR RC F1. | AC PR RC F1. | AC PR RC F1
AppScanner[32] | 06722 03756 04422 03913 | 0.6266 04864 05198 04935 | 06662 06246  0.6327  0.6201
CUMUL[23] 0.6606 03850 04416 03918 | 05365 04129 04535 04236 || 05391 04942 05060  0.4904
BIND[1] 0.7185 04598 04515 04511 | 06767 05152 05153 04965 | 07964  0.7605  0.7650  0.7560
K-fp[10] 0.6472 05576 05849 05522 | 0.6070 05478 05430 05303 || 0.4036 03969  0.4044  0.3902
FlowPrint[33] 0.9092 03820 03661 03654 | 0.8767  0.6697 0.6651  0.6531 | 0.1261  0.1354  0.1272  0.1116
DF[31] 0.7533  0.6228  0.6010 05850 | 0.6116 05706 04752 04799 | 07936 07721  0.7573  0.7602
FS-Net[18] 0.6071 05080  0.5350 04590 | 0.6647 04819 04848 04737 | 08639 08404 0.8349  0.8322
GraphDApp[29] | 0.6836  0.4864 04823 04488 | 0.6328 05900 05472 05558 [ 07034  0.6464  0.6510  0.6440
TSCRNN[17] - 0.9490  0.9480  0.9480 - - - - - - - -
Deeppacket[21] | 07449 07549 07399 07473 | 09758 09785 09745 09765 || 0.8019 04315 02689  0.4022
PERT[11] | 07682 04424 04446 04345 | 08229 07092 07173 06992 || 0.8915 0.8846 08719  0.8741
ET-BERT(flow) 0.8311  0.5564  0.6448  0.5886 | 0.8519  0.7508  0.7294  0.7306 || 0.9510  0.9460  0.9419  0.9426

ET-BERT(packet) | 0.9921 0.9923 0.9921 0.9921 | 0.9962 0.9936 0.9938 0.9937 | 0.9737 0.9742 09742 0.9741

» ET-BERT E2INZEMLEE. ERBMEEFSMINZZSINLERFIERAISOTA
> FREMNERNIY TLS 1.3, . ES|NERE
@ BESUERIRD — FINEEFIBESUREIERK (FlowPrint[EEEZE)
@ FIEZHWER — ET AERBSENRRERE (RITHIED AEEEE)
® BEFIEAE— — ETHERITIFIHEZUERRE ((ERREFIGEELEE )
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Dataset | Cross-Platform(10S) | Cross-Platform(Android) | ISCX-VPN-Service | USTC-TFC

Method | Ac PR RC F1 | AC PR RC F1 | AC PR RC F1 | AC PR RC F1
AppScanner[32] | 03205 0.2103 0.2173 0.2030 | 0.3868 0.2523 0.2594 0.2440 | 0.7182 0.7339 0.7225 0.7197 | 0.8954 0.8984 0.8968 0.8892
CUMULJ23] 0.2910 0.1917 0.2081 0.1875 | 0.3525 0.2221 0.2409 0.2189 | 0.5610 0.5883 05676 0.5668 | 0.5675 0.6171 05738 0.5513
BINDI[1] 0.3770 0.2566 0.2715 0.2484 | 04728 03126 0.3253 03026 | 0.7534 0.7583 0.7488 0.7420 | 0.8457 08681 0.8382 0.8396
K-fp[10] 0.2155 0.2037 0.2069 0.2003 | 0.2248 0.2113 0.2104 0.2052 | 0.6430 0.6492 0.6417 0.6395 - - - -
FlowPrint[33] 0.9254 0.9438 0.9254 0.9260 | 0.8698 0.9007 0.8698 0.8702 | 0.7962 0.8042 0.7812 0.7820 | 0.8146 0.6434 0.7002 0.6573
DF[31] 0.3106 0.2232 0.2179 0.2140 | 03862 0.2595 0.2620 0.2527 | 0.7154 0.7192 0.7104 0.7102 | 0.7787 0.7883 0.7819 0.7593
FS-Net[18] 03712 0.2845 0.2754  0.2655 | 0.4846 03544 0.3365 0.3343 | 0.7205 0.7502 0.7238 0.7131 | 0.8846 0.8846 0.8920 0.8840
GraphDApp([29] 0.3245 0.2450 0.2392 0.2297 | 0.4031 0.2842 0.2786 0.2703 | 0.5977 0.6045 0.6220 0.6036 | 0.8789 08226 0.8260 0.8234
TSCRNNJ[17] - - - - - - - - - 0.9270 09260 0.9260 - 0.9870 0.9860 0.9870
Deeppacket[21] 0.9204 0.8963 0.8872 0.9034 | 0.8805 0.8004 0.7567 0.8138 | 0.9329 09377 09306 0.9321 | 0.9640 09650 0.9631 0.9641
PERT[11] | 0.9789 0.9621 _0.9611 _0.9584 | 0.9772 _0.8628 0.8591 _0.8550 | 0.9352 _0.9400 _0.9349 0.9368 | 0.9909 09911 0.9910 0.9911
ET-BERT(flow) 0.9844 09701 09632 09643 | 0.9865 0.9324 0.9266 0.9246 | 09729 0.9756 09731 0.9733 | 0.9929 0.9930 0.9930 0.9930
ET-BERT(packet) | 0.9810 0.9757 0.9772 0.9754 | 0.9728 0.9439 0.9119 0.9206 | 0.9890 0.9891 0.9890 0.9890 | 0.9915 0.9915 0.9916 0.9916
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(e) Representation with PERT
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(f) Representation with Transformer at flow

(g) Representation with DF
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Method | SBP MBM PT-P PT-B FTf FI-«f FI-P| AC PR RC F1
ET-BERT(packet)(full model) | v v X v X X v | 00471 09462 0.9412 0.9395
1| w/o SBP X v X v X X v/ | 0.9000 09142 0.9000  0.8998
2 | w/o MBM v X X v X X /| 08471 0.8666 0.8471  0.8462
3 | w/o BURST v v v X X X /| 09235 0938 0.9235 0.9258
4 | ET-BERT(flow) v v X v v X x | 08133 07661 07374  0.7387
5 | concatenated-flow(cf) v v X v X v X 0.8229  0.7488 0.6812  0.6961
6 | w/o pre-training(packet) | x X X X X X v | 05882 06152 05882 05638
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Ciphers/Tests |AES(GCM) AES(CBC) CHA20 ARC4 3DES
> 7]" Eﬁ*ﬁﬂg_}{jll.i Monobit 0.7918 0.2585  0.9761 0.5687 0.4099
. FREEARF RIS mdependonsFans | 08824 01672 03966 07052 04241
. BRI SER GGz 09I 0945 06729 05756
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I The repository of ET-BERT, a network traffic classification model on encrypted traffic.
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ET-BERT is a method for learning datagram contextual relationships from encrypted traffic, which could be directly
applied to different encrypted traffic scenarios and accurately identify classes of traffic. First, ET-BERT employs

multi-layer attention in large scale unlabelled traffic to learn both inter-datagram contextual and inter-traffic

transport relationships. Second, ET-BERT could be applied to a specific scenario to identify traffic types by fine-tuning
the labeled encrypted traffic on a small scale.

ET-BERT: A Contextualized Datagram Representation with Pre-training Transformers for Encrypted Traffic
Classification

Xinjie Lin, Gang Xiong, Gaopeng Gou, Zhen Li, Junzheng Shi, Jing Yu

Encrypted traffic classification requires discriminative and robust traffic representation captured from content-invisible and imbalanced traffic data for accurate classification, which is challenging but
indispensable to achieve network security and network management. The major limitation of existing solutions is that they highly rely on the deep features, which are overly dependent on data size and
hard to generalize on unseen data. How to leverage the open-domain unlabeled traffic data to learn representation with strong generalization ability remains a key challenge. In this paper,we propose a
new traffic representation model called Encrypted Traffic Bidirectional Encoder Representations from Transformer (ET-BERT), which pre-trains deep contextualized datagram-level representation from
large-scale unlabeled data. The pre-trained model can be fine-tuned on a small number of task-specific labeled data and achieves state-of-the-art performance across five encrypted traffic classification
tasks, remarkably pushing the F1 of ISCX-Tor to 99.2% (4.4% absolute improvement), ISCX-VPN-Senvice to 98.9% (5.2% absolute improvement), Cross-Platform (Android) to 92.5% (5.4% absolute
improvement), CSTNET-TLS 1.3 to 97.4% (10.0% absolute improvement). Notably, we provide explanation of the empirically powerful pre-training model by analyzing the randomness of ciphers. It gives
us insights in understanding the boundary of classification ability over encrypted traffic. The code is available at: this https URL.

Comments:  This work has been accepted in Security, Privacy, and Trust track at The Web Conference 2022 (WWW'22)(see this hitps URL)
Subjects: Cryptography and Security (cs.CR); Arfificial i (cs.Al); and Internet A (cs.NI)
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